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1. INTRODUCTION

Exchanging messages is very easy to do at this time because of the rapid development of
technology. However, apart from the positive impact of the ease of exchanging messages, there are also
negative impacts, such as threats, bullying, drug trafficking, and other criminal acts. The thing that makes
it easier to exchange messages at this time is the Instant Messaging (IM) application[1]. Examples of IM
apps currently available are the Signal and Litmatch apps.

Signal is an application that can be used for free to exchange messages. The Signal application
uses end-to-end encryption and a modern security system. The features of the Signal application are that
users can exchange text messages, voice messages, pictures, videos, and files individually or in groups.
Users can also make voice and video calls.[2].

Litmatch is an app for making new friends. Litmatch application users can communicate by
sending messages or calling. Users can also share moments and show them to other users via their
homepage. The thing that sets Litmatch apart is the soul match feature Litmatch has, which is a feature to
chat anonymously through random matches and can also add them as friends.[3].

Digital forensics is a part of forensic science used in conducting data investigation investigations
to find digital evidence ofa digital crime. Digital forensics is carried outto help investigators and authorities
carry out these investigations.[4].

In research by Muhammad Irwan Syahib et al. entitled "Digital Forensic Analysis of Beetalk Applications
for Handling Cybercrime Using the NIST Method."[5], In this study, an analysis was carried out to find
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evidence of crime in the Beetalk application, which is expected to assist the authorities in resolving
cybercrime cases in the Beetalk application. Research by Michelle Mawar J. Sianipar etal. entitled “Digital
Forensic Analysis of OVO Applications on Android.”[6], This research was carried out because OVO, a
digital wallet application, is widely used by the public and is vulnerable to cyber crimes, namely data
leakage and the selling of personal data. The results are activity logs carried out by cybercrime actors on
the OVO application. Research by Anton Yudhana et al. entitled "Analysis o f Facebook Messenger Digital
Evidence Using the NIST Method."[7], This study obtained results from perpetrator accounts,
conversational texts, images, and voice messages. But data from messages that have been deleted cannot
be found. Imam Riadietal.conducted research entitled "Acquisition of Digital Evidence on Android-Based
Instagram Messenger Using the National Institute Of Justice (NI1J) Method.”[8], This research obtains
evidence through pictures/photos and conversational text messages. Researchby Galih Fanani et al. entitled
"Forensic Analysis of MicChat Applications Using the Digital Forensic Research Workshop Method."[9],
The results obtained in this study using Mobileedit are images, voice messages, videos, and cache. DB
Browser For SQLite found text messages and contacts. Oxygen Forensic Detective found text messages,
contacts, pictures, voicemessages, and videos. Research conducted by Dina Yuliana etal. entitled "Forensic
Analysis of Cyberbullying Cases on Instagram and Whatsapp Using the National Institute Of Justice (NLJ)
Method"[10], this research was conducted to find evidence of cyberbullying crimes that occurred on the
Instagram and Whatsapp applications which were carried out by the cellphone is in a non-root and root
condition. The results obtained in this study are in the form of images, text messages, videos, and post
captions that have yet to be deleted. At the same time, the post caption that has been deleted cannot be
found [11].

The difference between this research and previous studies is that this research uses a case study of
the Signal application and the Litmatch application using a case scenario. The methodused is NIST 800-
86.The toolsusedin this research are Mobileedit Forensic, Autopsy,and FTK Imager. The number of cases
in instant messaging applications is a problem for this research. The reason for conducting this research is
to find out how digital forensics obtains evidence using the NIST 800-86 method and what digital evidence
is obtained in the analysis of Signal and Litmatch applications. This study aims to apply the NIST 800-86
method for Signal and Litmatch application analysis and find digital evidence of Signal and Litmach
application analysis.

2. METHOD
The stages of forensic evidence analysisresearch on the Signal and Litmatch applications are as
follows:

Identification of
Problems

Study of Literature

Case Scenario

NIST 800-86 Method

Figure 1. Research Flowchart
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2.1 Problem Identification and Literature Study

At this stage, identifying existing problems is carried out, namely, the rampant crimes that occur
through instant messaging applications using the Signal and Litmatch case studies. Crimes can occur
through bullying, threats, planning to kill, and others. After identifying the problem, conduct a literature
study from various available sources such as journals, books, websites, or other relevant sources.

2.2 Case Scenario

This research uses case scenarios to explain the steps needed to collect the data needed in the
research. Scenarios are carried out by creating Signal, and Litmatch accounts with researchers acting as
perpetrators. Then send text,image, and video messages on the Signal and Litmatch applications, make text
and image posts on the Litmatch application, and make text, image, and video posts on the Signal
application. Then perform data acquisition using Mobileedit and then implement the NIST 800 -86 method
to analyze the data that has been acquired.

Researchers as actors
sending text messazes,
picturss and videos
than maks 2 post
by using
the pictures and videos

Oj 8 [

* Flesearcher 2
Fesearchers act investigators will do 2= b "
2s the perpetrator zcquisition of data from accounts sesearchan Wil oo
m:;pm Fassarchers as actors . - analvzis of the results
tin th sending text meszagas, acquisition of the data
account in the app : < and videos . - usine
picturas and videos - N by using
siemals = retrisve data from accounts : =
signals and then create that is £or NIST 800-86 method
litmateh app post of the photo

the nvestization was carriad out
Figure 2. Case Scenario Diagram

2.3 Analysis Using the NIST 800-86 Method
The National Institute of Standards and Technology (NIST) 800-86 method consists of 4

stages[12], as follows:

a. Collection, This stage begins with creating an account on the Signal and Litmatch applications and
preparing the tools. Then carry out case scenarios and collect identification evidence.

b. Examination, Performdata acquisitionusingMobileeditto search for data as evidence of digital crimes
on the Signal and Litmatch applications.

c. Analysis, analyzing the evidence that has been obtained using autopsy tools and FTK Imager

d. Reporting, At this stage, reporting is carried out regarding the results of the digital evidence analysis
that has been carried out. Explain what results are obtained after searching for evidence and analyzing
the evidence.

Figure 3. NIST Stages 800-86
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3.  RESULT AND DISCUSSION

3.1. Collection
Prepare the tools and scenarios that will be carried outin the research. The tools that will be used

are as follows.
Table 1. Tools Used

No Alat dan Bahan Spesifikasi Keterangan
1 Toshiba Laptops Intel Core™ i3 Investigation Tools
2 HP Samsung J2Core Android 8.1.0 Hardware
3 Mobiledit Forensic Version 8.0.1 Software
4 Autopsy Version 4.19.1 Software
5 FTK Imager AccessData FTK Imager4.5.0.3 Software
6 Signal 088 ****%7 The application to be analyzed
7 Litmatch Soul lit ID : 3644706823 The application to be analyzed

After preparing the tools used in this research, carry out case scenarios in the Signal and Litmatch
applications. The scenario in the case involved threats with the threat of distributing private photos and
videos belonging to the victim. The case scenario used s as follows:

3.1.1 Signal

As the perpetrator, the researcher started the chat by greeting the victim and sending the victim
text messages, photos, and videos on the Signal application. The researcher, as a victim, answered with no
interest. The researcher, as the perpetrator, feltannoyed and threatened the victim to distribute the victim's
photosand videos. The following scenario is carried out in this research with the Signal application.Signal.

Table 2. Scenarios in the Signal Application

No Session Scenario Explanation
1 Sending textmessages SR e As the perpetrator, the researcher
& £ mupuse o % started the conversation by greeting
the victim.

% Panggilan suara tidak terjawab

8menit

Kok chat ku ga dibales sih

—_—
Pesan ini tefah dihapus. |

Slapa juga yang takut sama oran
kaya kamu T

Ohith sekarang udah jadi berani nih

@ Pesan Signal @ O °

2 Send photos and videos. . As the perpetrator, the researcher
sent the victim's photosand videos.

JINITA Vol. 6, No. 1, June 2024
DOI: doi.org/10.35970/jinita.v6i1.2025



ISSN : 2715-9248

No Session

Scenario

Explanation

3 Making threats

4 The perpetratordistributed
photos and videos
belonging to the victim.

5 The victim replied to the

Kalo itu di share gimana ya kira-kira
& 27menit €@

@ Panggilan video tidak terjawab
27menit

Mau kamu apa? 7400t v

- © = B 4o [al.al 65% W 14:50

& Cerita Saya

Cerita Saya
v 0 penonton T
( M Sekarang =
[
0 penonton ¢ .
1menit = 5
=@ @ B Ll 60% 1512

The researcher, as the perpetrator,
threatened the victim to share the
victim's photosand videos.

The researcher, as the perpetrator,
distributed photos and videos
belonging to the victim.

The researcher, asthe victim, replies

perpetrator's story. & L2 nupus® o % to the perpetrator’s story.
- 2Z7menit :
Mau kamu apa? 500t
Anda - Cerita
Video
Kenapa kamu share? ,, .
© rensra © o @
3.12 Litmatch

As the perpetrator, the researcher started the chat by greeting by sending text messages, photos
and videos to the victim on the Litmatch application. The researcher, as a victim, answered with no interest.
The researcher, as the perpetrator, felt annoyed and threatened the victim to distribute the victim's photos
and videos. The following scenario is carried out in this research with the Litmatch application.
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Table 3. Scenarios on the Litmatch Application

No Session

Scenario

Explanation

1 Sending text messages

2 Create a post

3 Send photosand videos.

4 The perpetrator distributed
photosbelonging to the
victim.

)

© 5B 0 5o% B1513
<« red g, -

2 menit yang lalu

L sispaya?

l |

masa lupa sih

kita kan temen lama
temen lama?

. yangmanaya?

AJ Panggilan ditolak oleh pengguna [l

o @m0

=] SR B 0 86% B 1241

vo f "0 @

20221107 1287

what?

18 dilihat

Public > ¥4 Q ~
F © 52 0 L 9% @154
© red & -

2 menit yang lalu

Kalo itu pasti ingetkanya [RS8

T emo

- © 1 B *¢Ld.al 59% 1513

0 W "0 @

keep dreaming to be a princess BESTIE =%

sadilihat  Publik >

As the perpetrator, the researcher started a chat
on the Litmatch application by greeting the
victim.

The researcher, asthe perpetrator, claimed to be
an old friend of the victim.

Researchers as perpetrators make posts on the
Litmatch application.

As the perpetrator, the researcher sent the
victim's photos and videos.
The perpetrator threatened to distribute the
victim's photosand videos.

As the perpetrator, the researcher distributed the
victim's photo on the perpetrator's Litmatch
homepage.
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No Session Scenario Explanation
5 The victim replied to the . As the victim, the researcher responded to the
perpetrator's post. 2 S50 SRR perpetrator's homepage post, which shared his
€ e % o photo.

. soul

keep dreaming to be a princess
BESTIE 5

Lebih banyak

s maksudnya apa ya
18 B &

Lebih banyak

maksudnya apa ya

cuma ga suka aja sama kamu
hihi

g @B e

3.2 Examination
At this stage, a data search will be carried out. Data search will be carried outin two ways: with a
smartphone in a non-rooted condition and with a smartphone in a rooted condition.

1. Non Root

samsung SM

Figure 4. Display Mobiledit Non-Root

The Mobileedit display in a non-root smartphone condition only displays the smartphone name,
IMEI number, and IMSI. The data acquisition will be done with Mobileedit by selecting which application
you want.

Figure 5. Choose the Signal App
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B ( ) Next ()
Figure 6. Choose the Litmatch App

The data results found using Mobileedit with a smartphone in a non-root condition are as follows.

Table 4. Mobiledit non root result

No Hasil Signal Litmatch
1 Text Not Found Not Found
2 Picture Not Found Found
3 Video Not Found Not Found

Table of Contents

edia

wNN— -

Figure 7. Table of Contents Non Root

me_evarything badger permission BADGE COUNT WRITE
o . 2022-06-02 12:16:49 (UTC+7)
L] 2023-01-15 02:25:27 (UTC+7)

Application analysis is empty
Figure 8. Mobiledit Signal Result

Images a
SOIITOA 16042 BIOC21 9062110

2022.09.02 220633 UTC)
2022.09.02 220633 (UTCT)
228

2285

[

Figure 9. Mobiledit Litmatch Result(1)

95560dab86aa733ac382893068d4e605

W File 95560dab863a733ac382893068d42605
live

95560dab86aa733ac382803068d4e605

208 K8

2023-02-08 22:16:05 (UTC+7)

2023-02-08 22:16:05 (UTC+7)

500 px

500 px

ipeg

Figure 10. Mobiledit Litmatch Result(2)

~l1ee

a76c3aea2ccB050406dE716924cTBAT
[} 76C3faea2cc6959406db716924c847

a76C3faealcc59594060b7 16924847
26K8

° 20221107 1237:38 (UTE+T)
° 20221107 1237:38 (UTC+7)
- 700 px

— e

ipeg

Figure 3. 1 Mobiledit Litmatch Result(3)

2. Root
Next, data acquisition will be done on a smartphone in a root condition. The following is the

Mobileedit display if the smartphone is detected in a root condition.
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MOBILedit Sele phone or data and press Next

_ samsung SM-J260G v

- @l

Figure 11. Mobiledit Root Display

The steps taken are the same as before: choosing which application you want to acquire data from.
The following is a table of smartphone dataresults in root conditions using the Mobiledit tool.

Table 5. Mobiledit root Result

No Hasil Signal Litmatch
1 Text Not Found Not Found
2 Picture Not Found Found
3 Video Not Found Not Found

Table of Contents

Figure 12. Table of Contents Root

3.3 Analysis
The next stage is analysis. This stage will be carried out using an autopsy and FTK imager. Data

on a non-rooted smartphone is cloned using a flash disk, then a disk image will be created using the FTK

Imager and analyzed using Autopsy.

Figure 13. Result of Creating Disk Image on FTK Imager

Aftercreatingthe disk image, the data will beread usingthe Autopsy tool. The following data was
obtained using the Autopsy tool.

Table 6. Autopsy Non Root Result

Non-root Proof

No Application
Name Text Messaging Picture Video
1 Signal Not Found Found Not Found
2 Litmatch Not Found Found Not Found

The analysis results using Autopsy tools on smartphones in non-root conditions on the Signal and
Litmatch applications only found evidence in images. An analysis will be carried out on a smartphone in a

rootconditionto get betterrestts:
JINITA Vol. 6, No. 1, June 2024
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Figure 14. Result of Creating Disk Image on FTK Imager (Root)

The disk image file will be read using the Autopsy tool. The results obtained using the Autopsy
tool on a smartphone in root conditions are as follows.

Table 7. Autopsy Root Result

No Application Bukti Root
Name Text Messaging Picture Video
1 Signal Not Found Found Not Found
2 Litmatch Not Found Found Not Found

Voo [ Gt § Gt 2, ke ¢4

Figure 15. Search results on Autopsy Root

Furthermore, an analysis was carried out using the FTK Imager tool, but no files were obtained
that could be used using the FTK Imager tool.

Figure 16. FTK Imager Result

4. CONCLUSION

Based on existing research, it can be concluded that the results obtained on smartphones in non-
root conditions using mobiledit tools and the Signal application did not obtain any evidence. In contrast,
the Litmatch application obtained evidence from 3 images. By usingautopsytools in the Signal application,
theresultsare 1 imageand 1 image thathas been deleted. In contrast, in the Litmatch application, the results
are 3 images and 2 images that have been deleted.
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Furthermore, with the smartphone in root condition, the results using the mobiledit tools on the
Signal application did not get any results. On the Litmatch application, the results were in the form of 3
images. Then the results usingthe Autopsy tool in the Litmatch application found 3 images . In comparison,
in the Signal application, the results were obtained in the form of 3 images and 1 image that had been
deleted. Meanwhile,usingthe FTK Imager, no results were found. In this result, the text of the conversation
on the Signal and Litmatch applications cannot be found.

The limitations of this research are using tools that are not paid, can be further developed using
paid tools or other tools, and use other applications and methods to get different results.
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